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ABSTRACT

Blockchain as an emerging cryptographic database technology has gained wide attention in many
directions. Among them, data security is one of the hot spots of research in blockchain. In this paper,
we first analyze the security problems of blockchain and then propose to solve them with hierarchical
identity-based broadcast encryption (HIBBE). HIBBE, as a variant of hierarchical identity-based
cryptography, can effectively improve the data security. HIBBE has all the characteristics of hierarchical
identity-based cryptography, so it has potential in decentralized application scenarios. Then we made
an overview of the several existing HIBBE scheme. This paper also gives a formal definition of HIBBE

and concludes with the research direction of HIBBE-based blockchain.
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1 Introduction

Derived from the underlying technology of Bitcoin, blockchain is a database that relies on technologies
such as cryptography and P2P networks [1]. Early applications were primarily cryptocurrency, and as the
technology evolved, potential applications for blockchain in other areas were discovered. For example, the
blockchain 2.0 era, represented by Ethereum, then emerged [2]. Traditional blockchain mainly relies on

hash signature technology to guarantee the integrity of the stored data. However, this was not enough
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considering other needs such as anonymity and verifiability. So various cryptographic techniques were used
to construct new blockchains, the most typical ones being zero-knowledge proofs and ring-signature
schemes [3-5].

Hierarchical identity-based encryption (HIBE) is a variant of identity-based cryptography that extends
the identity-based cryptography scheme by organizing users into a tree structure [6]. HIBE supports a key
delegation mechanism for advanced users to issue keys to their descendants. During encryption, an identity
vector can be specified for a cipher-text instead of a single identity. Users whose identities appear in the
specified identity vector can be decrypted. HIBBE further extends HIBE by allowing a person to broadcast
a message to multiple recipients in a hierarchical social organization [7, 8]. Similar to HIBE, HIBBE
organizes users in a hierarchical structure, and users can delegate their decryption capabilities to
subordinates. In encryption, the set of identity vectors containing the intended recipients is associated with
the cipher-text. Only users with identities in the identity vector set can decrypt the cipher-text correctly. We
believe that HIBBE can be integrated with blockchain to improve the security of blockchain with the
features of HIBBE. In this paper, we analyze the possibility of this idea.

The contributions of this paper can be summarized as follows.

1. This paper analyzes the various security issues that exist in blockchain technology today.

2. This paper gives a formal definition of the HIBBE scheme and a definition of security.

3. In this paper, we analyze the possibility of constructing a HIBBE-based blockchain and give future

research directions.

The paper is organized as follows. In Section 2, we analyze the security problems of existing
blockchains. In Section 3, we introduce the existing HIBBE scheme and give its definition. In Section 4,

we present the possibility of constructing a HIBBE-based blockchain and conclude in Section 5.

2  Security Problems in Blockchain Technology

Blockchain is a cryptographic database that focuses on security, but it is not completely secure. So far,
there are still many problems. This section summarizes several security issues facing the blockchain, mainly

as follows.
2.1  Low Throughput

In Bitcoin, for example, it takes about 10 minutes to confirm a new block, which is very slow. The
designers have sactificed Bitcoin's performance and scalability to some extent to ensute Bitcoin's security.
If you adjust the block generation interval or block size on a traditional Bitcoin network, you compromise
its security. Low throughput is prone to fork, which is one of the attacks that blockchain often faces and

needs to be resolved [9].
2.2 High Energy Consumption

PoW, the consensus mechanism of the blockchain, has serious drawbacks of high energy
consumption. The reason is that with the continuous advancement of CPU technology, the computing
power of computers has increased geometrically. Since the total amount of Bitcoin remains unchanged (21

million), it is necessary to increase the difficulty of mining to ensure the speed of Bitcoin's block production.
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Stable, the use of the PoW consensus algorithm makes it only possible to obtain the right to accounting by

constantly trying methods (the most energy-consuming way), thereby increasing energy consumption.
2.3 Privacy Protection

In addition, the blockchain also needs to solve the problem of privacy protection. The public chain is
public, which means that everyone can access all the information on the chain, including potentially
sensitive information. Therefore, it is especially important to improve the privacy of the blockchain [10].
In the regulatory-focused blockchain, privacy protection is the top priority. Blockchain privacy includes
transaction privacy and user privacy. In the supervision-oriented blockchain, the protection of transaction

privacy and user privacy is the top priority.
3 HIBBE
3.1  Current Status of HIBBE Research

We will give several common HIBBE schemes in this section, which can be divided into bilinear pair-

based and lattice based schemes.
3.1.1 Bilinear Pair-based Scheme

Bilinear pairs are introduced in many papers as one of the important tools for constructing modern
cryptographic schemes. HIBBE can be considered as a combination of HIBE and broadcast encryption
scheme (BE). As eatly as 2004, Yao [11] et al. started to study the application of HIBE in broadcast
encryption. In 2008, Boneh [12] et al. proposed the first short ciphertext Broadcast HIBE system, which is
an early prototype of our current HIBBE system, but Boneh did not give a specific HIBBE scheme.

Subsequently, Liu [7] et al. proposed a method to construct the HIBBE scheme using the composite-
order bilinear pairs and in 2016 proposed an improvement to the previous scheme by constructing a new
HIBBE scheme using prime-order linear pairs [8]. The new scheme, in which the group operations are
more efficient in prime-order bilinear groups, makes the newly proposed HIBBE scheme more practical.

In 2016, Ameri [13] et al. proposed an efficient and provably secure anonymous HIBBE scheme. This
scheme constructs an identity-based hierarchical broadcast encryption scheme that protects the privacy of
a specific recipient using composite-order bilinear pairs. While with the advantage of HIBBE, we can sign
a specified set of verifiers using an identity-based hierarchical signature (HIBS) scheme. This paper also
presents a generic construction of a new concept of hierarchical identity based multi-designated verifiable
signature (HIB-MDVS).

In 2019, Li [14] et al. proposed a HIBBE scheme using prime-order bilinear pair construction, which
supports efficient revocation. The scheme uses a subset-covering revocation framework that divides the
key into two parts related to identity and time. This reduces the workload and bandwidth of the Public Key
Generator (PKG) and eliminates the need to issue keys to all unrevoked users one at a time using a highly
secure key transport channel in normal HIBBE. The PKG shares its burden with high-level users, who can
delegate keys and update keys for the corresponding underlying users. The number of update keys that can

be publicly broadcast is the logarithm of the number of non-revoked users.
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3.1.2 Lattice-based Scheme

Zhang [15] et al. first proposed to construct the HIBBE scheme based on the learning with errors
(LWE), in which each user's identity is associated with a lattice matrix, so the relationship between the
lattice and its sub-lattices can easily represent the hierarchical identity structure. The short bases of the
lattice can be used as the uset's private key, so the private keys of users at all levels can be derived based on
the SampleBasis algorithm. In addition, the scheme proposed in this paper has higher efficiency in
encryption and decryption compared with the broadcast encryption scheme based on bilinear mapping.

Yang [10] et al. proposed a new HIBBE scheme based on learning with errors (LWE) construction in
2014, which achieves random indistinguishability under adaptive choice of plaintext and choice of identity

and random prediction model.
3.2 Formal Definition

This section gives the formal definition of HIBBE.
A HIBBE scheme consists of five algorithms, which can be expressed as:
T = (Setup, Extract, Delegate, Encrypt, Decrypt).

Each step of the algorithm has a corresponding input, and the output of the image should be obtained.
The following is a detailed explanation.

Setup: Input security parameter K, the maximum depth D and the size of the receiver set §. Output
mastet key msk and public parameters pp.

Extract. Input master key msk and identity ID|s with depth t(t < D). Output corresponding
secret key sk’ for the IDjs.

Delegate: Input public parameters pp, secret key sk’ and a parent identity IDjs. Output secret key
sk’ for the IDjs.

Encrypt. Input the public parameters pp, a set of recipients Set = {IDy,ID5, ..., IDy},<s. Output a
two-tuple (Hdr, K), where Hdr is the header of the ciphertext, and K is a symmetric key.

Decrypt. Input the public parameters pp, a set of recipients Set = {ID,ID,, ...,IDy}p<s, an
identity ID; and corresponding secret key skjp,, and a header hdr. If ID; € Set is satisfied, the

symmetric key K used to decrypt the message is output.
4  HIBBE-based blockchain

The existing combination scheme is mainly based on the HIBE structure, with a structure similar to
the Metkle tree [17-19]. Taking Wan [17] et al.'s scheme as an example, they constructed a decentralized
hierarchical identity-based signature scheme (DHIBS) to sign data. Compared with general HIBS, DHIBS
uses a verifiable secret share scheme to distribute keys. Figure one shows the principle of this scheme can

be described as follows.

AlJR Preprints
Available online at preprints.aijr.org


https://preprints.aijr.org/

Page 5 of 7

Chenchen Han, AIJR Preprints, 346, Version 1, 2021

ID: Country

ID: City

ID: Town

@Q& @Qa SEQ ID: User

Level 3 Level 3 Level 3

Figure 1: HIBE-based Blockchain

Levels 0-3 successively represent a set of different permissions, of which level 0 has the highest
authority. For example, assume that the country is Level 0, and the cities and towns are Level 1 and Level
2, respectively. Level 3 is composed of users.Level 0 is responsible for distributing corresponding keys to
lower levels. Level 3 can be composed of a variety of devices, and they have the lowest authority. Their
keys need to be distributed by superiors. One of the benefits of the decentralized HIBE solution is that if
one of the users of a partial set is attacked, it will not affect the users of the other set.

With reference to above proposals, we propose here two possibilities for the construction of a
HIBBE-based blockchain.

»  Decentralized HIBBE. Considering large-scale applications such as the Internet of Things, we
can also construct an improved decentralized HIBBS scheme and assign permissions to nodes
on each layer.

»  Block data encryption. The paper [20, 21] gives another possibility. We can directly encrypt the
data that needs to be stored in the blockchain, and then perform storage operations. Such a
method can improve data security and privacy.

Of course, the existing HIBBE scheme may not be functionally able to meet the needs of the

blockchain. Therefore, further improving the HIBBE program is also one of our future research directions.
Specific examples include constructing anonymous HIBBE, traceable HIBBE scheme and revocable

HIBBE scheme. There is still a lack of work in this area.
5 Conclusions

As a branch of modern cryptography, HIBE has received extensive attention from researchers and
has been used to construct improved blockchain mechanisms. HIBBE is a practical variant of HIBE, which
also has potential. This paper first analyzes the existing security problems of the existing blockchain, and

then proposes to use HIBBE to solve it. Then the formal definition of HIBBE and several existing schemes
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are given. Finally, it analyzes the possibility of constructing a blockchain based on HIBBE and possible

future research directions.
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